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Abstract 
Cloud operations are constrained by fragmented context. While organizations have abundant 
signals across infrastructure, CI/CD, runtime state, and cost, they lack a shared representation 
of operational reality with provenance and change lineage, what this paper calls the context 
graph. The result is higher operational risk: slower incident resolution, unsafe changes, unclear 
ownership, and limited confidence in cost and compliance decisions. This paper introduces 
context graphs for cloud operations, and describes how a Cloud Intelligence Graph enables 
safer change, faster incident response, cost accountability, audit-ready governance, and AI 
agent parallelization, without requiring process overhaul or replatforming. 
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Executive Summary 
Cloud operations have reached an inflection point. Despite strong tooling for infrastructure 
automation and observability, organizations still struggle to answer basic questions consistently: 
what is running, how systems are connected, what changed, who owns what, and what it costs. 
The data exists but is fragmented across tools and teams, making context reconstruction a 
dominant source of operational inefficiency. The outcomes are predictable: risky deployments, 
slower incident resolution, rising cloud spend without clear attribution, and governance that 
becomes restrictive because it lacks a shared, actionable, current system state. 

This paper argues that cloud operations need a missing primitive: a context graph. A context 
graph is a continuously updated, versioned representation of operational reality, with 
provenance and change lineage that explains how it evolved. Change lineage captures decision 
traces using the five Ws, recording what changed, who initiated or approved it, when and where 
it occurred, and why it was done. It makes environments, services, dependencies, ownership, 
and cost queryable. 

Context graphs matter even more as organizations adopt AI agents. The future is many agents 
operating in parallel across incident response, cost optimization, change management, and 
governance. These agents require a shared context layer to avoid duplicated effort, inconsistent 
conclusions, and unsafe actions. Context graphs become infrastructure for governed agentic 
operations. 

When the current state becomes legible and versioned, organizations unlock a different class of 
capabilities. They can: 

●​ Understand change impact before deployments ship, including shared dependencies 
and cross-team coupling 

●​ Reduce incident response time by connecting symptoms to dependencies, ownership, 
and recent change history 

●​ Attribute cloud spend to ground truth and explain cost shifts in terms of change and 
usage 

●​ Identify savings opportunities that are safe to execute, including dormant environments 
and orphaned resources 

●​ Provide audit-ready traceability, including what changed, when, who initiated it, and who 
approved it 

This only works if it is adoptable. A context graph must slot into existing workflows and integrate 
with the operational systems organizations already use, without requiring replatforming or 
process overhaul. It should minimize risk by avoiding centralized access to cloud credentials 
while preserving existing audit trails and governance controls. 

OpsCanvas implements this context graph concept as the Cloud Intelligence Graph, a shared 
representation of cloud operational reality. 
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1. Why the Current Stack Does Not Add Up 
Most organizations have built (or are building towards) a modern operational stack. They use 
infrastructure automation, CI/CD, monitoring, ticketing, and cost dashboards. Each tool is 
valuable in isolation, but the stack often fails as a system. Teams struggle to answer basic 
operational questions with confidence, not because the data does not exist, but because it is 
fragmented across systems, inconsistent, and difficult to correlate. 

The underlying issue is that modern software is too complex to manage through a collection of 
disconnected views. Coordination becomes necessary, and when coordination is necessary, the 
weakest link becomes a bottleneck. Progress slows, delivery becomes unpredictable, and the 
organization compensates with more process and more tooling, which increases complexity 
further. 

Infrastructure as Code Captures Intent, Not Reality 

Infrastructure as code is essential, but it has well-known limitations. IaC captures intent, it 
expresses what should exist, not necessarily what is currently running. It also tends to drift from 
reality over time, especially as environments change through manual actions, ad hoc 
experiments, incident mitigations, and partial rollbacks. 

It does not naturally answer questions executives and operators care about. 

●​ What is actually running right now? 
●​ What changed last week? 
●​ Who owns each component? 
●​ What depends on what, across services and environments? 

IaC is part of the picture, but it is not the full picture. 

The Data Exists, but Knowledge Does Not 

The data needed to be operationally efficient is fragmented across tools, stored in incompatible 
formats, owned by different teams, and missing the relationships that make it meaningful. Basic 
questions still require manual correlation: what is running, what changed, what depends on 
what, who owns it, and what actions are safe. As systems scale, correlation becomes the work, 
and teams repeatedly reconstruct context, often under pressure. 

This is why cloud operations still feel harder than they should. A context graph addresses this 
gap by making system state and change lineage queryable across tools. 

Ownership and Accountability Are Not Modeled Durably 
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Perhaps the most important missing ingredient in today’s tooling is durable ownership. Most 
systems do not represent ownership as a first-class, queryable part of the current state. Even 
defining ownership is difficult. 

Is ownership a person? A team? The individual who clicked the button that provisioned a 
resource? If it is the latter, tracing that person is often impossible. The identity may appear as a 
CI system actor, a service account, or an assumed role ARN that does not map cleanly to a 
human or business function. 

What organizations need is simple and durable. 

●​ A clear owner, such as a team or business function. 
●​ A stable identifier, such as an email address or system identity. 
●​ A timestamp, representing when ownership was assigned or changed. 
●​ A history of how the resource came to exist and how it evolved over time. 

None of this is readily available in a systematic way in today’s tools. Ownership becomes 
implicit, inferred, and contested, which is the opposite of what governance requires. 

The Root Cause Is a Missing Shared Model 

These symptoms share one cause: there’s no shared, continuously updated model of what is 
currently running. Each tool holds a partial view, so humans fill the gaps with meetings, memory, 
and manual correlation. This is why teams need a shared representation layer: state, change, 
and ownership become queryable.  
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2. The Business Consequences of Missing Context 
When organizations struggle with cloud operations, the symptoms often show up first as 
technical pain. Deployments become risky. Environments drift. Incidents take longer to resolve. 
Teams spend more time coordinating and less time building. These issues are frustrating for 
engineers, but they become strategic concerns when their downstream effects reach the 
executive level. 

Missing operational context carries real business consequences. It drives waste and rising cloud 
spend. It creates friction between finance and engineering. It increases the time and cost 
required to deliver changes safely. It prolongs incidents and raises the reliability burden across 
teams. Over time, the organization pays twice. It pays in direct cloud costs, and it pays again in 
operational overhead, lost time, and risk. 

These outcomes are often treated separately, as cost, reliability, governance problems. In 
reality, they share a common root cause. Without a shared, continuously updated representation 
of what is running, how it relates, who owns it, and what changed, organizations cannot govern 
cloud systems precisely. They fall back on manual processes, brittle conventions, and blunt 
controls. Most organizations try to compensate by governing with rules. Rules express intent, 
but context reflects reality. Without context, governance can only be restrictive. 

This section describes two of the most persistent consequences of missing context. The first is 
cost. The second is reliability. Both are symptoms of the same modeling gap, and both point 
toward the need for a shared representation of ground truth. 

The Cost of Fragmented Context: Why Cloud Spend Becomes 
Hard to Govern 
A natural tension exists in cloud-based organizations between innovation and the bottom line. 
Finance leaders want predictability, accountability, and a clear understanding of what the 
organization is paying for. Engineering teams are incented to move quickly, ship features, and 
reduce time-to-market. In a healthy organization, these priorities can reinforce each other. 
Disciplined operations enable faster and safer innovation. In practice, cloud systems are often 
too complex, and too opaque, for cost control and engineering velocity to align naturally. When 
there is no shared, continuously updated picture of what’s running, who owns it, and how it 
changed, cost governance becomes reactive and often adversarial. 

Fragmented Context Creates Persistent Waste 
Cost control requires ongoing work that competes directly with delivery metrics. Developers are 
rewarded for throughput, not optimization. When the organization cannot connect spend to 
operational reality, cost discussions collapse into blunt controls: budget caps, procurement 
friction, and periodic audits. Control is achieved through friction, and innovation is achieved 
through spend. 
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The most visible result is cloud waste. Resources persist because no one can confidently 
determine whether they are safe to delete. What depends on this? Who owns it? Was it created 
by a pipeline or by a human? Will deleting it break production? When the system is illegible, the 
safest decision is to leave things running. Cloud bills rarely go down because uncertainty 
compounds over time. This waste also consumes committed capacity - reserved instances and 
savings plans absorbed by resources that no longer serve the business - constraining budget 
for work that does matter. 
 
A less visible cost is human time. Promoting an environment, rolling back a change, or deciding 
whether a dependency is shared becomes an exercise in coordination and rediscovery. 
Documentation and tagging help, but they depend on ongoing discipline in an environment 
where change is constant and incentives are misaligned. As systems grow, manual context 
capture becomes untenable. 

The Underlying Gap: Cost Without Context 
Cloud cost data is abundant, but cost data alone is not actionable. A line item on an invoice 
does not tell you what it supports, how it relates to business-critical systems, or what will break if 
it is removed. 
 
When cost and utilization signals are queryable via a context graph, organizations can move 
from reactive cost management to proactive cost governance without slowing engineering 
velocity. 

The Reliability Tax: Incidents Become Context Reconstruction 

Reliability is often discussed as a technical attribute, uptime, latency, error rates, and incident 
counts. For most organizations, the more costly reality is not the existence of incidents, but the 
time and effort required to resolve them safely. As systems grow, reliability becomes a tax paid 
in coordination overhead, repeated rediscovery, and risk management under pressure. 

An incident begins with a familiar pattern. Monitoring shows elevated 
errors, users report failures, and the on-call engineer sees that a 
deployment completed recently. The CI system reports green, and the 
change looks routine, but the impact is not localized. A shared 
dependency is involved, but it is not obvious which services rely on it, or 
whether the dependency is unique to this environment. The team spends 
the first two to three hours reconstructing a shared understanding of the 
system, what changed, what versions are running, and which services 
are connected. By the time mitigation begins, the most expensive part of 
the incident has already occurred. It is not the fix itself, it is the effort 
required to reassemble context under pressure. 
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This is not a failure of monitoring, automation, or process. It is 
a failure of shared operational context. 

During an incident, teams must reconstruct what is running, what changed recently, which 
services and dependencies are involved, who owns the affected components, and what 
mitigation actions are safe. When those relationships and decision traces are scattered across 
systems and human memory, response slows down and blast radius becomes harder to reason 
about. Teams either move too cautiously or take action without understanding downstream 
impact. 

Rollbacks Are Risky Without Environment Context 

Rollbacks are often assumed to be a simple safety mechanism. In practice, rollbacks are difficult 
in complex cloud environments because teams do not roll back a single artifact. They roll back a 
system, and the system includes container images, infrastructure state, managed service 
configurations, and dependencies that may be shared or drifting. 

Without a clear model of the environment state over time, rollback decisions are often made 
under uncertainty. 

●​ Which version is actually known-good for this environment? 
●​ What else changed between then and now? 
●​ Will rolling back one service create incompatibility with its dependencies? 
●​ Are there configuration or infrastructure changes that will not roll back automatically? 

This turns rollback into a high-stakes decision. In many organizations, the safest option 
becomes mitigating in place rather than rolling back. This can work, but it compounds technical 
debt and makes future failures more likely. 

The Security, Governance, and Audit Tax: Why Proof and 
Containment Become Manual 

In complex cloud environments, many security incidents are not limited by detection or tooling. 
They are limited by context. Teams can often detect an issue quickly, but containment is slowed 
by uncertainty about what is affected, what depends on it, who owns it, what changed recently, 
and what actions are safe to take. The most expensive part of many security events is not the 
remediation itself, it is the time spent reconstructing the system state (and the changes leading 
up to it) under pressure. 

Governance and compliance create a similar burden. Leaders need confidence that changes 
were reviewed, approvals occurred when required, and the organization can explain how 
systems evolved over time. In many organizations, these goals are addressed through process. 
Checklists, approvals, exceptions, and periodic audits compensate for missing operational 
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context. This works in simpler environments, but it becomes expensive and fragile as systems 
scale and change velocity increases. 

This produces a predictable set of costs. 

●​ Security incidents take longer to contain. When dependency relationships are implicit 
and ownership is unclear, blast radius analysis and targeted remediation take longer 
than they should. 

●​ Remediation routing becomes manual. Even when an exposed resource is identified, 
it is often unclear which team is accountable, which service depends on it, and which 
environment boundaries matter. 

●​ Evidence collection becomes labor-intensive. Proving what was running in an 
environment at a point in time, and why it was allowed to run, becomes a multi-system 
investigation rather than a query. 

●​ Approvals become disconnected from impact. Reviews may occur, but without 
dependency context it is difficult to know whether a change affects shared infrastructure, 
crosses team boundaries, or creates new risk. 

●​ Exceptions accumulate without lineage. Temporary mitigations and one-time 
overrides often become permanent because their ownership, rationale, and expiration 
conditions are not captured durably. 

From the executive perspective, this often manifests as audit friction, slower response, and a 
growing gap between policy intent and operational reality. From the security perspective, it 
manifests as delayed containment, unclear accountability, and forensic uncertainty. Teams 
spend time preparing evidence, reconstructing timelines, and translating current state  into 
narratives the organization can defend. Proof becomes a time-consuming and expensive 
project. 
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3. The Missing Primitive: Context Graphs for Cloud 
Operations 
Context graphs are not yet an established category. They are an emerging idea, a response to 
the fact that modern systems have grown too complex to govern through disconnected tools 
and human memory alone. In cloud operations, the fundamental challenge is not a lack of data. 
It is a lack of durable context. Teams spend enormous time reassembling institutional 
knowledge, often under pressure, and often repeatedly. The result is that operational truth 
becomes implicit, scattered across systems, and accessible only through expertise. 

A context graph is a continuously updated, versioned representation of operational reality, with 
provenance and change lineage that explains how it evolved. It makes institutional knowledge 
available programmatically, enabling humans and automation to correlate signals across 
systems and reason consistently about what is running and why. 

In other words, a context graph turns operational data into operational knowledge. 

Not a Point Solution, a Context Layer 

It is easy to mistake the context graph idea for yet another tool category, a new CMDB, a new 
inventory system, or a better tagging scheme. That is not the point. A cloud operations context 
graph is not a replacement for the existing tools used to manage cloud workloads. It is a layer 
that connects them and captures information that previously was ignored. 

A context graph is aware of the existing systems that manage cloud software and augments the 
data they store. It provides a consistent way to look across them, infer relationships, and answer 
questions that require correlation, without requiring users to change their entire way of doing 
business. 

This is why context graphs feel different from previous attempts at creating systems of record. 
They are not designed primarily for manual data entry or compliance reporting. They are 
designed to reduce the cost of reasoning about complex systems. 

How it compares 

The context graph is a new category that interconnects existing tools rather than replace them. 
Unlike traditional integration-ware, the context graph is created from signals and sources that 
are collected, normalized and correlated as business processes operate. Events are observed, 
data is captured and then the context is shared. 
 
The context graph approach complements existing categories by providing a queryable 
interface to current state and the decision traces that led to it. 
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Category What it does What it misses 

CMDB / Asset Inventory Catalogs assets Drift, lineage, decision traces, 
relationships 

Service Catalog /  
Developer Portal 

Documents services Not grounded in runtime 
reality 

Observability Captures signals Lacks meaning and 
ownership context 

FinOps Allocates spend Cannot validate safe action 
without dependency context, 
limiting confidence in savings 
actions. 

Cloud Query Tools Query resources No unified model, lineage, or 
governance 

From State to Lineage: Context Graphs Capture the Why 

Cloud operations have always had two timelines. The first is the state clock, what is true right 
now, what services are running, what resources exist, and what configuration is active. Most 
operational systems are built for this clock. They capture the current state of infrastructure, the 
current status of deployments, and the current health of services. This is essential, but it is only 
half of the story. 
 
The second timeline is the event clock, what changed, in what order, and why. In practice, this 
is the timeline where operational context can be captured. It is where out-of-band changes 
become knowable, where audits become queryable, where cost shifts become explainable, and 
where safe automation becomes possible. Most organizations attempt to reconstruct this clock 
manually, after incidents, during audits, or when costs spike. A context graph makes the event 
clock first-class by capturing change lineage and decision traces alongside current state. 
 
A CMDB tells you what exists. A context graph tells you what exists and why, by reflecting state 
from existing systems and preserving the event clock (i.e. change history and decision traces). 

Why Versioning Matters 

Versioning is central to cloud operations because software, infrastructure, and environments 
evolve continuously. Conceptually, versioning feels simple. Every piece of software has a 
version, and one can move between versions easily. A rollback is not just selecting a previous 
build. It requires understanding dependencies, compatibility, configuration drift, and shared 
infrastructure. 
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Versioning matters because it allows operators and systems to answer “as of” questions. 

●​ What was running in this environment last Tuesday? 
●​ What changed between version A and version B? 
●​ What else changed around the time this incident began? 
●​ Which version was known-good, and why? 

Without a context graph to query, these questions require manual reconstruction. 

The Questions That Become Easy 

The most important value of a context graph is not any single query. It is the ability to answer 
the fundamental questions that govern complex systems, consistently, at scale. 

●​ What is running, and where? 
●​ What changed, and when? 
●​ Who owns it? 
●​ Why is it here, and what does it support? 
●​ How is it connected, and what depends on it? 

When an organization can answer those questions, it can make better strategic decisions. 

Why Context Graphs Become Agent Infrastructure 

As organizations adopt AI agent tooling, cloud operations will increasingly involve multiple AI 
agents working in parallel on incident response, cost optimization, change reviews, and routine 
tasks. These agents will not succeed by ingesting more raw data. They will succeed by sharing 
context. Without a common representation of what is running, how it is connected, what 
changed, and who owns what, agents will waste time across systems, produce inconsistent 
answers, and propose actions that are unsafe or misaligned. 

A context graph becomes the infrastructure layer that makes agents useful because it provides 
a shared, versioned model of operational reality and the decision traces that shaped it. It gives 
agents a consistent substrate for reasoning with provenance, dependency awareness, and 
governance constraints, so proposed actions can be evaluated before they are executed. 
Without this layer, each agent must rebuild context independently, leading to duplicated effort, 
conflicting conclusions, and brittle automation. 

As organizations move from one agent to many running in parallel, a shared context layer 
becomes mandatory. Context graphs are not simply a better way to search for answers. They 
are the foundation for safe, scalable, and governed agentic operations.  
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4. Introducing the Cloud Intelligence Graph 
The Cloud Intelligence Graph is OpsCanvas’ implementation of a context graph for cloud 
operations: a continuously updated, versioned representation of environments, services, 
dependencies, ownership, cost, and the change lineage that produced them. 

The Cloud Intelligence Graph is cloud-agnostic by design, because the representation focuses 
on operational primitives such as environments, services, dependencies, ownership, and 
change history. Many organizations operate across multiple clouds, and context fragmentation 
increases with each additional provider. 

 

Fig 1 illustrates how the Cloud Intelligence Graph connects deployments to runtime state, cost, and 
governance across applications, services, environments, and shared infrastructure. 

Conceptual model 

The Cloud Intelligence Graph is built on a small set of primitives that describe how cloud-native 
software runs: 

●​ Applications: Logical products or capabilities that deliver value to end users. 
●​ Services: Deployable runtime units, including containers, functions, and managed 

services, that implement application functionality. 
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●​ Environments: Governed runtime contexts composed of running services and 
configuration, for example dev, test, and prod. 

●​ Shared Infrastructure: Long-lived, shared cloud resources that support services across 
environments and applications. 

●​ Deployments: Versioned change events that modify environments or shared 
infrastructure. 

This model is intentionally vendor-agnostic and applies equally well to monolithic systems and 
microservice architectures. 

Data sources and signals 

OpsCanvas embeds alongside existing systems rather than replacing them. It builds and 
refreshes the Cloud Intelligence Graph using signals from: 

●​ In-cloud resource and cost metadata 
●​ CI/CD deployment events 
●​ Infrastructure-as-code repositories and pull requests 
●​ Runtime state from orchestration platforms 
●​ Identity and role context from directory systems 

OpsCanvas does not require teams to change how they deploy or operate software. It fits into 
existing workflows and becomes more valuable as those workflows run. 

How the Cloud Intelligence Graph Stays Current 

A context graph is only useful if it stays current as systems change. The hard part is not 
collecting signals, but reconciling them into a coherent view of what is running now and 
preserving lineage without manual upkeep. As new signals arrive, the graph reconciles them 
with the current state updating appropriately. 

A few principles make this durable at scale. 

●​ Treat every assertion as having provenance, including where it came from, when it was 
observed, and what confidence it carries 

●​ Reconcile conflicting or partial views of the same entity using stable identity resolution, 
such as resource identifiers, runtime metadata, and deployment lineage 

●​ Preserve change lineage as first-class data, so the graph can answer both “what is 
running” and “what changed” as separate but connected queries 

●​ Maintain versioned snapshots of environments and services, enabling “as of” queries 
and diff-based reasoning over time 

●​ Detect drift by comparing expected state from change workflows to observed state from 
runtime and cloud signals 
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This avoids the failure mode of static inventories and manually maintained systems of record. 
No single source is assumed to be complete. Instead, the graph combines overlapping signals 
through event-driven updates and periodic reconciliation to stay accurate without requiring 
perfect discipline. 

The CIG stays current by observing existing systems and recording decision lineage as work 
happens. Agentic applications are shown as one class of systems that consume and contribute 
to the Cloud Intelligence Graph; the same feedback loop applies to existing automation, CI/CD 
systems, and operational workflows. 

 

Fig 2: The CIG rides alongside existing workflows and runtimes, producing shared context by capturing 
decision traces as workflows and applications execute. Graph backed applications contribute decision 
traces back to the CIG, creating a feedback loop that reinforces the operational model . 

Deployment history and change lineage 

Deployments are tracked by an unobtrusive observer that runs in deployment pipelines and 
records authoritative facts about each change. 
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Those facts are correlated with the Cloud Intelligence Graph primitives and pipeline metadata to 
establish the who, what, where, why, and when of every deployment. 

This lineage allows OpsCanvas to reason safely about change, assist engineers and release 
managers, and provide leadership with a reliable history of how systems evolved, without 
requiring teams to modify existing processes. 

Promotion and rollback mechanics 

Once a deployment pipeline is instrumented, OpsCanvas can analyze infrastructure-as-code 
and operate within standard Git-based change workflows. 

Promotions, rollbacks, clones, and destroys are expressed as version-controlled changes, 
reviewed and approved through normal pull or merge requests. This ensures that automation 
stays aligned with established practices for review, intent, and accountability. Engineers review, 
approve, and merge the change, ensuring that control remains with the operators responsible 
for the environment. 

Workflow and policy hooks 

OpsCanvas is designed to incorporate organizational context into operational decisions. 

Directory synchronization allows the platform to associate actions with real users and roles, 
enabling governance policies based on responsibility rather than tooling. This is a foundation for 
applying controls that reflect how organizations actually operate. 

Policy hooks allow generated infrastructure changes to conform to existing organizational 
standards or established best practices. Enforcement can vary by environment. For example, 
production environments may require strict compliance, while development or ephemeral 
environments can allow more flexibility. 

The result is that as automation increases, accountability and control increase with it. 

Designed for Adoption Without Replatforming 

The Cloud Intelligence Graph is designed to integrate into existing workflows. It does not require 
centralized access to cloud credentials, and it is built to avoid modifying customer systems in 
ways that would affect audit records. Signals are captured from the operational systems teams 
already use, and the resulting context is correlated into a queryable representation of 
environments, services, dependencies, ownership, change history, and cost. 
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5. What This Enables 
A context graph becomes valuable when it makes operational reality and change lineage 
queryable in a unified way. The Cloud Intelligence Graph does not replace infrastructure tooling, 
CI/CD, or observability. It is a context graph that makes environments, services, dependencies, 
ownership, change history, cost, and savings opportunities queryable in a unified way. 

This enables a different class of operational capabilities. Instead of relying on manual 
correlation, tribal knowledge, and brittle conventions, teams can govern and operate cloud 
systems through queries, workflows, and automation grounded in the actual running system. 

Change Safety and Operational Resilience 

●​ Surface downstream dependencies and likely blast radius before changes ship 
●​ Connect changes to environments, services, and ownership so approvals are informed 
●​ Promote and roll back environments as coherent units, not isolated deployments 
●​ Accelerate incident response by linking symptoms to dependencies, ownership, and 

recent changes 

Security, Compliance, and Governance 

●​ Provide traceability for change, including what changed, when, who initiated it, and who 
approved it 

●​ Accelerate blast radius analysis for security incidents by making dependencies and 
ownership explicit 

●​ Enable audit readiness with “as of” environment state, change history, and approvals 
●​ Enforce governance based on meaning and impact, such as protecting shared 

dependencies and detecting drift 

Cost Accountability and Savings 

●​ Attribute spend to shared infrastructure, applications, environments and services based 
on real dependencies, not fragile labels 

●​ Explain cost shifts by correlating spend changes with deployments, scaling events, and 
configuration updates 

●​ Identify orphaned resources and dormant environments, then validate safety through 
dependency context  

●​ Turn savings into operational work that can be reviewed, approved, and tracked over 
time 

Durable Ownership and Accountability 

●​ Make ownership queryable and durable, even as teams and individuals change 
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●​ Tie ownership to change lineage and cost responsibility so accountability persists 
●​ Reduce operational delays by removing ambiguity around who must approve, respond, 

or remediate 
●​ Ground operational metrics in what teams actually run, including reliability, cost, and 

change velocity 

Closing Note 

Most of these capabilities are not new ideas. Organizations attempt to achieve them through 
scripts, conventions, and processes. The difference is durability. When operational reality and 
change lineage are represented explicitly, automation becomes reliable, governance becomes 
precise, and teams spend less time rediscovering systems and more time improving them. 
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6. The Next Generation of Cloud Operations 
The Cloud Intelligence Graph described in this paper is one concrete implementation of this 
idea. More broadly, context graphs enable a shift in how cloud operations are executed. The 
next phase of cloud operations will be defined by a shift in how decisions are made. Teams will 
rely on multiple software agents operating continuously, each responsible for monitoring, 
analysis, and action within well-defined boundaries. 

These agents will not replace operators. They will replace the repetitive work of context 
reconstruction. 

Lower Friction, Higher Velocity Environments 

Environment creation and deployment are expensive not because provisioning is slow, but 
because coordination is hard. With a context graph as shared infrastructure, agents can reason 
about these constraints automatically: 

●​ New environments are created with explicit lineage, ownership, and dependency context 
●​ Deployments inherit governance and safety checks based on what they actually affect, 

not static rules 
●​ Promotions and rollbacks operate on coherent environment versions, not isolated 

artifacts 

Teams move faster because safety is easier to validate. 

From On-Call to Continuous Oversight 

Today’s on-call model assumes humans are the primary system that diagnoses issues, 
assembles context, and decides what to do next. In a context-graph-backed model, multiple 
agents run continuously alongside existing monitoring and deployment systems: 

●​ Incident analysis agents correlate symptoms with recent changes, dependencies, and 
ownership before a human is paged 

●​ Change safety agents evaluate deployments against live dependency and environment 
state, flagging risky promotions before they ship 

●​ Cost governance agents monitor spend drift and validate whether proposed savings 
actions are safe given current dependencies 

●​ Hygiene agents identify drift, orphaned resources, and ownership gaps and surface 
them as reviewable work 

Humans stay accountable, but they are engaged when risk or ambiguity is real, not for every 
signal. The result is fewer late-night calls, shorter incidents, and escalation that reflects truly 
exceptional cases where agents cannot meet the safety threshold to resolve an issue. 
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Toward Provider Agnostic Operations 

Further out, the same model enables a more profound shift: decoupling application intent from 
cloud provider specifics. 

Teams describe how they want their software to run, cost sensitivity, availability requirements, 
performance constraints, compliance boundaries. Agents backed by a context graph decide 
where workloads run and how they are composed: 

●​ Development environments may prioritize low cost and fast iteration 
●​ High-availability systems may span regions or providers based on risk tolerance 
●​ Placement decisions adapt as usage, dependencies, and constraints evolve 

This is not a prediction of provider irrelevance. In this model, cloud providers become execution 
substrates, and intelligence moves up the stack, using context to decide how and where to 
optimize an organization's cloud footprint. 

Direction, Not Speculation 

This future does not require a wholesale rewrite of how organizations operate. It emerges 
incrementally as context becomes explicit and agents are introduced alongside existing 
workflows. The prerequisite is not better AI, but better ground truth. 

Context graphs make operational reality legible. Agents make that reality actionable. Together, 
they define the next generation of cloud operations. 
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Contact 
Please contact me with feedback, questions or discussion  
 
Jason Turim 
jason@opscanvas.com 
https://www.linkedin.com/in/jasonturim/ 
 
 

https://opscanvas.com/cloud-intelligence-graph 

mailto:jason@opscanvas.com
https://www.linkedin.com/in/jasonturim/
https://opscanvas.com/cloud-intelligence-graph

	Cloud Intelligence Graph 
	 
	1. Why the Current Stack Does Not Add Up 
	Infrastructure as Code Captures Intent, Not Reality 
	The Data Exists, but Knowledge Does Not 
	Ownership and Accountability Are Not Modeled Durably 
	The Root Cause Is a Missing Shared Model 

	2. The Business Consequences of Missing Context 
	The Cost of Fragmented Context: Why Cloud Spend Becomes Hard to Govern 
	Fragmented Context Creates Persistent Waste 
	The Underlying Gap: Cost Without Context 

	The Reliability Tax: Incidents Become Context Reconstruction 
	Rollbacks Are Risky Without Environment Context 

	The Security, Governance, and Audit Tax: Why Proof and Containment Become Manual 

	 
	3. The Missing Primitive: Context Graphs for Cloud Operations 
	Not a Point Solution, a Context Layer 
	How it compares 
	From State to Lineage: Context Graphs Capture the Why 
	Why Versioning Matters 
	The Questions That Become Easy 
	Why Context Graphs Become Agent Infrastructure 

	4. Introducing the Cloud Intelligence Graph 
	Conceptual model 
	Data sources and signals 
	How the Cloud Intelligence Graph Stays Current 
	Deployment history and change lineage 
	Promotion and rollback mechanics 
	Workflow and policy hooks 
	Designed for Adoption Without Replatforming 

	 
	5. What This Enables 
	Change Safety and Operational Resilience 
	Security, Compliance, and Governance 
	Cost Accountability and Savings 
	Durable Ownership and Accountability 
	Closing Note 

	 
	6. The Next Generation of Cloud Operations 

